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Productand Goals
This report documentbeuristic evaluation okxxxxxanenterprise gradecyber security and compliance solutions for

government and enterprise customenridwide. The goal®f thisheuristic evaluation were to evaluathe usabilityof
XXXXX usinga set ofheuristics andlisclose a prioritized list of issues to develogers I I (1 Bhg findirgys/along witthe

proposed Ul Solutiowill guide future changes iin K S & 2 mtériade.NB Qa

Methods

wSAaSI NOKSNAR dziAf AT SR bASfasSyQa GSy dzal 6 AxokodRashKoardz&IR &
Homepage Sectiondeuristic evaluation is done to find the usability issues and which heuristic violations occurred, then
rated each issue in terms of severity. Usability Analyst later consolidated and prioritized usability issues according to
severity.

Findings
This evaluation identified1 usabilityissues inotal. A proposed Solution is given in the presentation.



Visibilityof system status

Match between system and the real world

Usercontrol and freedom

Consistency and standards

Error prevention

Recognition rather than recall

Recognition rather than recall

Flexibilityand efficiency of use

Aestheticand minimalist design

Helpusers recognize, diagnose, and recover from errors

Helpand documentation



Thefollowing O to 4 rating scaléas beerused to rate the severity of usability problems:
0= 1don't agree that this is a usability problem at all

1 = Cosmetic problem only: need not be fixed unless extra time is available on project
2 = Minor usability problem: fixing this should be given low priority

3 = Major usability problem: important to fix, so should be given high priority

4 = Usability catastrophe: imperative to fix this before product candbeased



Consistencyand standards

A. MandatoryField are not clearly
defined

B. Forgotyour password & New User
Account should be part of Login form

ogin (Designs not as per general Foresign
Q pattern)
password ||

SeverityRating3

ACE™ | 2.6.0.1 | Build - 06052015

Forgot your Password?

New User Account Request
Limited License Yersion - Expires on
62712016

Severity Rating Score:
3 = Major usability problem: important to fix, so should be given high priority
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e - |:§ https:/#10,12,.233.199/ace frmDefaultaspx?ryvisw=home

D~ & Certificate errar & || (2 Wirtustream Secure Access S5L.., | (2 Viewtrust - ACE™ - Applica.., | | {0} 3.7 503

File Edit ‘iew Favorites Tools  Help

Logaed as: [AU0M] AUD1 AU m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

® Dashboard | 'O Home | Logout | Feedback | About | Support | Help

ACE™
2.6.0.1
[06052015]

s Administration [FA&A Details [Cases] >> My Active Case[s] View Other Case[s] ) I Page Size 20 | so |
ABCDEFGHIJKLMNOPQRSTUVWXYZALLL E ID Case Name
»  Asset Management
) ThUsersAuditCase A ! Z 7
vy Audit Cases 1 70 [ System Name - AS22 | Active  Annual Annual  CEXED/ C'.‘*l =2 E ﬂ'. Ea [C |
[NIST (DHS) ] Phase GID
Task EF02
’ asks
Add New Case Page Size |20 J | Go |
B
»  Discussion Forum
Dﬂy Tasks Page Size 20 E3
»  Reports H
PALL- Draft ddddd 06/29/2015 AUD1 AUDT - Al Not- Add Sub-
» My Account D _ [+ Add J] > View JERS
1 Open B Assigned
»  Collector
Al - -y TestSummary18 01272015 ALUDT AU _ Add Sub-
PALL- Draft/ 01/27/2015 AUDTAUDT 147 P> All Not [+ Add J1> View JRET
Build - 06052015 (i 44 Open Assigned
Copyright © 2015
Virtustream Security Soluticis
G. The content should be placed at g =1

the footer and not at this position as

Severity Rating Score: it falls under the Menu section.

3 = Major usability problem: important to fix, so should be given high priority

2 = Minor usability problem: fixing this should be given low priority

Consistencyand standards

A. Different color for same button type (GO
& Add New Cagek Go button show
inactive cases

B. Page size input box contriiconsistent
size

C. Inconsistengrid actionable itemscon +
text & Icons

D. Inconsistenfont color for different
columnitems

E. Spacing betweeAlphabetsisvery less and
no visible difference between Alphabets &
All items as Active

F. Two logos on header is confusing,
unwanted usage of space.

G. Footer should be in the Bottom of the

page

SeverityRating2

Aesthetic and Minimalisdesign

H. Header Font Color is not clearly visible

Severity Rating 3



QI’EIVQ https:f10.12,233, 199/ ace ffrmDefault.aspxmysiew=home O ~ & Certificate errar ” (2 Wittustream Secure Access SSL... | & Viewtrust - ACE™ - Applica... | | 5.9 : .
File Edit ‘iew Favorites Tools Help COnSIStenCﬁnd Standards

- [AUD1] AUDT AU Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] ® Dashboard | © Home | Logout | Feedback | About | Support | Help
ACE™

[06052015] A. Inconsistent tatsize,confusing Tab

- - Enterprise A :rprise Region Enterprise Location Enterprise Role Customer Setu, User Accounts
- prise Reg P Z p ~

Enterprise Function Functional Head B naVIQatlon pattern & COlOf
Enterprise Setup
- Administration => Enterprise Setup >> Enterprise >> Enterprise Unit C Total Count:[28]  Status Im Page Size 20 @ . . . . .
Vulnerabilty Mgrmi B. Button size is vergmall,padding within
Audit Cases 1 |
Task Workllows the button is missing
Export & Import 1 VI59B7BCS5B-3 EU01 EUD1 Active Platnum ¢ F [+ Add | am D o
Standards 2 VIFT1EAES4-4 EU02 EU02 Active Platrum ¢ F [+ Add | arm & C. Breadcrumbs & Form Data gl’ld, total no
Menu 3 VI22AE52386 EU03 EU03 Active Platium ¢ F [+ Add ] arm o .
P — of. Result in same row.
»  Asset Management 4 VIDG085E4E-4 EUD4 EUD4 Active Platinum Y
. = < i 7+ . . . . . .
i oo o VST [T Fuos petve Pt h— am @ D. Inconsistent grid actionable items, icon +
6  VICCE32B61-5 EU06 EU06 Active Plainum ¢ F [+ Add | arm &
»  Tasks 7 VIABCBAGF98  EUD7 EUOT Active Platnum ¢ F [+ Add ] [> View] 77 text & Icons
8  VIFFG08CB2-7 EU08 EU08 Active Platnum ¢ F [+ Add | (> View] o
»  Discussion Forum
9 VITOE61508-8 EU09 EU09 Active Platium ¢ F [+ Add | [> View ] 4"
»  Reports 10 VI1B4989DD-8 EU1D EU1D Active Platnum ¢ F [+ Add | arm &
11 VIE15ET9EE-S EU11 EU11 Active Platnum ¢ F [+ Add | arm o
» My Account
12 VI5502E93E-8 EU12 EU12 Active Plainum < F [+ Add ] [> View] &
+  Collector 13 VIICFTBBCESS  EU13 EU13 Active Plaiium ¢+ [+ Add | (> View] )
Y 7+
B - 06052015 14 VIOIDB903CE  EUT4 EU14 Active Platinum a3 (B0 &
Ci ight © 2015
Virtustream Security Solutions 15 VI28107389-8 EU1S EU15 Active Platrum ¢ *F [+ Add ] > View] Tol

Severity Ratin@

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority



Logged az: [AUD] AUV AU = Currenit Log in: TIS2045 4:35:35 AM [10.13.2.433] LastLog in: 732045 3:34:35 AM [10.12.233.200] ® Dazhboard | O Home | Logout | Feedback | About | Support | Help

P Consistencyand standards

6.0.1
[06052015]

* Administration

Enterprise Setup

A. Add Enterprise Unit open additional
Vulnerability Mgmt
Audt Cases section in bottom opage, shoulde open
Task Workflows

Export & Import

A N Y Y N

as popup. On low resolution page create
Standards

e additional scroll on the page.

%

hY

v Asset Management

Sy
e

Inconsistent button design fd@pellcheck,

r  Audit Cases d
p Save & Cancel
v Tasks (’) 7
b Discussion Forum Saving Enterprise U_rm details... & . .
Pessevet y Severity Ratin@
+  Reports
&
v My Account &
+ Collector
i Page Size 20
gsgfﬁ_gﬁu@sz?gfs Add Enterprise Unit
Virtustream Security Solutions
Abbreviation
Name A
Custom 1D
Equation Default | w A .
Type Siver [ Severity Rating Score:
. . B [ seve Changes | v 3 = Major usability problem: important to fix, so

should be given high priority
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Q' _ |@ httpsi10.12.233.199 /ace frmDefaultaspximyview=hame O ~ & Certificate error € || (2 irbustream Secure Access 350, | (2 Wiewtrust - ACE™ - Applica... | | )u'-D "A" ‘:::’ CO nSiSte n Cﬁn d Stan d ardS

File  Edit “iew Favorites Toaols  Help

Logged as: [AUO1] AUDT AUD 1 m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] @ Dashboard | @ Home | Logout | Feedback | About | Support | Help

ACE™
26.0.1

[06052015] A. Missing Label for vietype €.gTree

ini i Enterprise Enterprise Region Enterprise Location Enterprise Role ~ Customer Setu User Accounts
~ Administration P g p P =

Enterprise Setup nterprise unr nterprise runction un nal nea VIeW)

Vulnerability Mgmt Administration >> Enterprise Setup >= Enterprise >> Enterprise Function Total Count:[1] Page Size 20

o Enterprise Unit: [Sa s <] A [Freevin[~] B. Header (Title)s Missing

pteme B

Task Workfiows Expand C. Add Enterprise Function form Error
Export & Import a--[tgstul]  testUl

Standards _ E‘p‘i e message space is not defined

Menu C

Abbreviation:

D. Add Enterprise Function form should be

»  Asset Management Enterprise Function:

»  Audit Cases ;T:;;Z;?:,Tise e [~Setect-[v] *V D Open as pOpup

»  Tasks v Save J conce |

»  Discussion Forum Severlty Ratlng 3
»  Reports

» My Account
»  Collector

Build - 06052015
Copyright © 2015

Virtustream Security Solutions

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority



= e [ ==

Error Presentation

=

()

Q [ @ hetpsi/a0 12,233 00072 ce rmDefault aspmynizw—home O~ @ Cenificate error & ” & Virtustream Secure Access SSL.. | @ Viewtrust - ACE™ - Applica.. ‘ | I~ e 53

: [AUD1] AUDT AUDT m

Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

@ Dashboard | © Home | Logout | Feedback | About | Support | Help
ACE™
26.01

[06052015]

A. Error/ mandatory fields, Messagpace

+  Administration m Enterprise Region Enterprise Location Enterprise Role Customer Setup User Accounts iS not deflned In popup.
Enterprise Setup 21 ACE™ - Add Users - Wehpage Dialag @
Vulnerability Mgmt |2 httpsi/10.02.233.000/ace/2dminiztration/DialogHelperaspaiCantralame=. %2fcom mar22fwucErmp.ascxdiTitle=Add + Users SEmplD @ Certificate error | B. But‘ton s|ze ShOUId be made blgger for
i Add User Account Details
Audit Cases
. ) First Name | = Suffix . .
Trsiworkiows Middle Name Email tional Head | Add Group | better user interaction
Export & Import Phone N
Last Name * one No
Standards Login ID . Fax No
Menu Password Cellular -
» rssot Managoment || SePicstonRoe [ - Consistencyand standards
Enterprise Role T =] Address1
b A S Enterprise Function —Select— [~v] = An-:ldress2
R Fuctonalhead  [F=SekctUaer ] - C. Popup should be as model popup so that
Status [active [~] State
. . Security Question [-—Select Security Question— I~ PostalCode - . -
» Discussion Forum Answer Count user cannot click any item behind the
y
+  Reports Default Page Home ~] Grade
anc. 0 u
» My Account Y ED B C p p p
+  Collector
g Severity Rating 3
Virtustream Security Solutions

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority
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x

Search Users

First MName Last Name
Email Application Role
Enterprise Unit |[testU] “festll W Enterprise Function
Total Count 1
Employes Name Email | Enterprise Function
testUl testU| testui@abc co.in testUl

Severity Rating Score:

=

IManagement -
|--Select— [v]

Page Size 20 ﬁ

Enterprise Unit ‘

testUl E.
(3]

Page Size 20 [

3 = Major usability problem: important to fix, so should be given lpigbrity

Consistencyand standards

A. Confusing Back button for closing the
window

B. Confusing Select button



~ “®9  Aesthetic and MinimalistDesign

.....
v

e' = | @ https:/¢10.12.233.199/ace frrmDefault.a spxfmyaiem=horme O ~ & Certificate error € || :? “irtustrearn Secure Access SSL... é Wiewtrust - ACE™ - Applica.., | |

File Edit View Favorites Tools  Help

A. Enterprise Unit & Enterprise Function

Logged as: [AUDM] AUGY AUO1 m Gurrent Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] @ Dashboard | © Home | Logout | Feedback | About | Support | Help
ACE™
2601
[06052015]

dropdown should be in same row

o . Enterprise Enterprise Region Enterprise Location Enterprise Role Customer Setup User Accounts
~ Administration _

Enterprise Unit Enterprise Function B Message ShOUId be dlsplayed aS popup

Enterprise Setup Administration => Enterprise Setup == Enterprise >> Functional Head . .
Vuinerability Mgt and different color should used for saving
Audit Cases A Enterprise Unit : Im
o Workions nterprise Function : [fesU1 tesu1 ] [ data. Red color usually used for error
Export & Import
Standards 1 testU C  testUl testUl testUl testUltestUl_d0bYV3dV1VEIUWTFBVURJCMA 7 x message )
. ecord Saved... rou i i
Menu EEEEETI C. Data grid row text item should be left

v Asset Management aligned

v Audit Cases

v Tasks

»  Discussion Forum
»  Reports

» My Account

v Collector

Severity Rating3

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given lpigbrity



Logged as: [AUD1] AUOT AUDT = Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in- 7/3/2015 3:34:25 AM [10.12.233.200] ® Dashboard | © Home | Logout | Feedback | About | Support | Help C 1 t d t d d
ACE™ onsistencyana standaras

‘ 2.6.0.1
[06052015]

o . Enterprise Unit : m Enterprise Function :Im = Asset Type: Im Asset Sub Type: Im ~ . . .
o datlratiin ABCDEFGHIJKLMNOPQRSTUVWXYZALL Status: [aemve  [v] D [Asset Name[~] | Scarch | A. Inconsistent Button size & spacing
| # Enterprise Function Region Location Asset Mame Asset Type Asset Sub Type Status Select between eaCh bUtton

Inventory

(| 1 EU01 >=> EFD01 East Virginia MSAsset(1 Software Database Active Ei *x O - -
Add | 1
neenton , m x e B. Disabled & Active Buttons should be
Vulnerability Manager O 2 EU02 == EF02 East Virginia MSAssetD2 Software Database Active
Systems (| 3 EU08 == EFD38 East Virginia MSAsset(3 Software Database Active u X o S hOWﬂ In D Iffe re nt CO I OI'
O 4 EU0s == EFD5 East Virginia MSAsset(4 Software Database Active u X o
»  Audit Cases - ' ) - T x @ .
O s EU10 >> EF10 East Virginia MSAsset05 Software Database Active h_i C. InconSIStent Space between form Control.
o Tasks O 6 EU06 == EFD3 East Virginia MSAssetl6 Software Database Active u X o
00 7  EUOT>>EFOT East Virginia MSAsset07 Software Database Active (] x o Shouldusethe available space for better
»  Discussion Forum O s EU1T >> EF15 East Virginia MSAsset0s Software Database Active (4] x o
. Reports O 9 EU25 >> EF25 East Virginia MSAssetD9 Software Database Active Ei x o U I .
O 10 EU11 >> EF11 East Virginia MSAsset10 Software Database Active Ei x o
» My Account O 11  EU1B>>EF19 East Virginia MSAsset11 Software Database Active g x*x o D. Dropdown label missi ng
. T O 12 EU18 == EF17 East Virginia MSAsset12 Software Database Active Ei X o
(| 13 EU09 == EF04 East Virginia MSAsset13 Software Database Active Ei X o
Build - 06052015 [ 14 EUD4 >> EFD4 East Virginia MSAsset14 Software Database Active Ei x o
Copyright ® 2015 .
Virtustream Security Solutions 0 15  EU03>> EF03 East Virginia MSAsset15 Software Database Active (3] x o
[ 16 EU14 >= EF16 East Virginia MSAsset16 Software Database Active E’J L
(| 17 EUM9 >> EF14 East Virginia MSAsset17 Software Database Active E’J L |
[ 18 EU15 >= EF18 East Virginia MSAsset1d Software Database Active E’J *x o
[0 19 EU13>>EF12 East Virginia MSAsset19 Software Database Active Ei *x a S eve I’Ity R atl n 93
[ 20 EU12 >= EF13 East \sginia MSAsset20 Software Database Active a *x o
B A HEz3]|4]5]|8]|7] 8] 8] 10
Page Size 20
Update Asset Sub Type: [~Soect-|v] [EUTITN =1 =

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given lpigbrity



Logged as: [AUDM] AUDT AUD1 =

»  Administration

~ Asset Management

Inventory
Add Inventory
Vulnerability Manager

Systems
»  Audit Cases
»  Tasks
»  Discussion Forum
+  Reports
» My Account
»  Collector

Build - 06052015
Copyright ® 2015

Virtustream Security Solutions

Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

testUl
Enterprise Unit

I[testUI]:testUI A
Enterprise Function  [restun testilv] * [EH [= F

Asset Details (General):
Asset Name testUl

Asset Type | v o=

Network Opportunity | ~Select— | v |

Asset Tag VI1477F3C8-2010 Asset |dentifier
Bar Code BIOS Senal No.#
Description
Continent [Morth America [+ ]

Country |United States v

Latitude

Region [East [v] ~ X

Status Active v

VM Name

VM Cluster

VM Image Id

Wendor Product

Update Edition

Confidentiality Integrity Availability Asset Value

Tow <] Emmc N

Asset Score 20.00

Created by: AUO1 AUO1 On 7/3/2015 4:54:29 AM

Y @S e ED

Record Saved... A

® Dashboard | © Home | Logout | Feedback | About | Support | Help

ACE™
26041
[06052015]

E E3.

[Managed Asset]

Asset Category - Select - v
Asset Sub Type Desktop ] =
| Add |

Data Source Type Manually added

Matherboard Serial Mo #

Comments

Longitude

State

PostalCode

Location [virginia [~] = X
Waiver O

WM Data Center

VM Resource Pool

Version
Language
Impact Likelihood Residual Risk Value (o]
| Low L] | Low v 2

B Updated by: AU01 AU01 On 7/3/2015 4:54:29 AM

Consistencyand standards

A. Message shoultle displayed on top of
page or in popup

B. Created & Updated By information should
be shown separately from Input form

C. Group Header should be shown distinctly
by putting background color

D. Actionable Button should be visible in
similar patter (Text, Icon with Text or Icon)

E. Confusing Back button

Unclear button

Severity Rating3

Severity Rating Score:
3 = Major usability problem: important to fix, so

should be given higpriority



e [ 2 nttpsi//10.12.233.180 mcesfrmDefault sspimyiew=home 2= () e || @ Virtustream Secure Access SSL... | @ Viewtrust - ACE™- Applica.. | ‘

Visibility of systemstatus

Logged as: [AUD1] AUD1 AUO T m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in- 7/3/2015 3:34:25 AM [10.12.233.200]

® Dashboard | © Home | Logout | Feedback | About | Suppert | Help

ACE™ . . e
TN A. Navigation/ Breadcrumbs missing.
— 2 Imported Users from Excel Sheet / CSV File - Account Details A Sample Excel Shest Sample CSV File AT IEETEETM . System doeﬂ ot inform Wh|Ch p age | S

Application Role —Select Role— [v]= Enterprise Function —Select— [v]=

Enterprise Setu, -
4 g Enterprise Role —Select— v | Functional Head ~Select User | v] Ioaded
Vulnerability Mgmt
Total Count:[33 ize 20
Audit Cases ount:[3355] Page Size ﬂ . )
- ABCOEFGHIJKLMNOPQRSTUVIXYZALL Fist Name Last Name Seventy Rat|ng3
Export & Import n 2ll3llals
Standards 2 ACE™ - Users -- Webpage Dialog @
Menu O ‘@ https:/10.12.233.199/ace fadministration/DialogHelperasp @ Certificate errnr|
0  25LKIMU1380 25LKIMU1380@abc.gov.in . .. . .
»  Asset Management 0 25LKIMU1381 Eﬁj?%ﬁﬁt‘?)'&or LS EEEE 25LKIMU1381@abe_gov.in AeSth etlcand n "n n lal |Std eS|g n
[0  25LKIMU1382 or GV and TXT) 25LKIMU1382@ab
abc.gov.in
»  Audit Cases Sheet Name B Sheet1
OO0  25LKIMU1383 25LKIMU1383@abc.gov.in
Tasks Upload
»  Tas .
[0  25LKIMU1384 e 251 KIMU1384@abc gov in
(Onond i ) ' B. Noté Instruction should be shown
> Dremreshsn Eaum [0  25LKIMU1385 25LKIMU1385@abc.gov.in . .
O sk 25U Qs gov separately in light fontone
»  Reports
[0 25LKIMU1387 250 KIMU1387@abc gov.in
» My Account [0  25LKIMU1388 25LKIMU1388@abc.gov.in
OO0  25LKIMU1389 25LKIMU1383@abc.gov.in
»  Collector
[0 25LKIMU1330 251 KIMU1390 Mngt User 251 KIMU1390@abc gov in Severlt Ratl n 2
Build - 06052015 [0  25LKIMU1391 25LKIMU1391 Mngt User 25LKIMU1391@abc.gov.in y g
Copyright @ 2015
Vi TS SR S O  25LKIMU1332 25LKIMU1392 Mngt User 25LKIMU1392@abc gov.in
[0 25LKIMU1393 25LKIMU1393 Mngt User 251 KIMU1393@abc gov in
[0  25LKIMU1334 25LKIMU1394 Mngt User 25LKIMU1394@abe.gov.in
M 25LKIMU1335 25LKIMU1395 Mnat User 25LKIMU1395@abc.qov.in

Severity Rating Score:
3 = Major usability problem: important to fix, so should be given high priority

2 = Minor usability problem: fixing this should be given low priority



Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority

2 = Minor usability problem: fixing this should be given low priority

Visibility of systemstatus

A. Dashboargpage showing Homepage
iconSelected

Severity Rating3

Consistencyand Standards

B. Different Header Text color

Severity Rating2



